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Overview and Rationale

Digital forensics is a field of criminal and computer science encompassing the recovery and examination
of data created, managed and stored on a digital device. Originally developed for law enforcement, the
application of digital forensics tools and methods has expanded into the spheres of digital humanities,
information science and digital preservation.

In the archival world, digital forensics is used to analyze born-digital records, maintain their integrity and
ensure long-term access. One way to do this is to create and manage forensic disk images (complete
copies of both the structure and content of a computer disk) to preserve the original content and
generate access copies. Creating disk images and storing them in the repository’s preservation system is
akin to the traditional accessioning process for analog archival materials--you are securing physical and
intellectual control over digital records. One of the most widely used tools for doing this in the archival
world is BitCurator.

BitCurator is a software environment which includes a collection of free and open source digital
forensics tools to aid archivists in accessioning, appraising and processing born digital records.
BitCurator is maintained by the BitCurator Project, a joint project between the School of Information
and Library Science at the University of North Carolina, Chapel Hill and the Maryland Institute for
Technology in the Humanities to develop a system for information professional in collecting repositories
which incorporated digital forensics tools and techniques.! Since its inception in 2011, BitCurator has
continued to be developed, including work on creating an access model for forensic disk images.

This module will identify specific tools and walk archivists through one possible workflow for using
BitCurator to accession born-digital content in their repositories.

Procedural Assumptions

It is assumed that the repository is running the most recent version of BitCurator (1.8.12). It is also
assumed that the repository has all of the necessary peripheral drives necessary to read and interact
with electronic media in your collection, including, but not limited to, a physical write blocker (e.g.
Tableau Forensic USB Bridge (T8-R2)), floppy disk drives for 3.5” and 5.25” disks (either built-in or
peripheral), and an optical disk drive (either built-in or peripheral).

Because this module only focuses on the accessioning and ingest processes of using BitCurator, it will
not discuss in detail the PII (personally identifiable information) and other reports generated by
application in BitCurator or other software components in the BitCurator Environment. More

1 UNC School of Information and Library Science, “BitCurator--About,” BitCurator.net,
https://www.bitcurator.net/bitcurator/ (accessed December 13, 2017).
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information on these reports can be found on the BitCurator Wiki:
https://wiki.bitcurator.net/index.php?title=BitCurator Environment.

Hardware and Software Requirements

BitCurator is an Ubuntu-based Linux environment which can run on either a dedicated machine or
through a virtual machine.

If running on a dedicated machine, users should be familiar with using the command line for installing
BitCurator from the Live ISO. The ISO and installation instructions can be downloaded from the
BitCurator wiki: https://wiki.bitcurator.net/index.php?title=Main Page.

If running through a virtual machine, users will need to download the most recent version of VirtualBox,
in addition to the BitCurator VM and the VirtualBox extension pack. Links to the necessary software and
installation instructions can be downloaded from the BitCurator wiki:
https://wiki.bitcurator.net/index.php?title=Main Page.

All of the utilities mentioned in this module are included in BitCurator on install. These utilities are:

- Guymager

- ClamTK Virus Scanner

- Bulk Extractor Viewer

- BitCurator Reporting Tool

- Bagger

- Grsync

- Atext editor
All of these utilities (or something similar), with the exception of the BitCurator Reporting Tool, can be
procured and used outside of the BitCurator Suite. Therefore, this workflow can be adapted for
repositories NOT using the BitCurator Suite to accession born-digital collection material.
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I.  Step 1: Identify born-digital content

preservation system

1. Accessioning archivist checks for born-digital content.

2. If born-digital content is a part of a hybrid collection, document the removal of digital

media from its place in the physical collection.

.  Step 2: Mount media to BitCurator

Log into BitCurator.

BitCurator has a built-in software write blocker, to prevent accidentally overwriting data
on removable media, which is active when BitCurator’s mount policy is set to READ-
ONLY. Make sure that the mount policy is READ-ONLY. The disk icon in the top right

corner should be colored green.
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3. Insert media into the appropriate drive or write blocker.

a. Optical media does not need to be physically write protected. Insert media

directly into the optical media drive.

b. Magnetic media, such as floppy disks, needs to be physically write protected.
i.  To write block a 3.5” floppy disk, switch the write protect tab so that the
space is open. You should see two “holes” (like a pair of eyes) in the

floppy disk.



Write Protected Position

Sensing
Hole

{High Density Only}

Shutter

ii.  The 5.25” floppy disks are write protected by the adapter connected to

the external floppy drive. For additional protection, cover the Write
Enable Notch with Scotch Tape.

USB flash drives and external hard drives need to be physically write protected.
Recommended tool: Tableau Forensic USB Bridge (T8-R2).

Write Enabled Position

C.

4. The media should be safely mounted in the BitCurator environment. Do not attempt to
open any files from the mounted drive. Look for a media icon to appear on the side bar

(see image below). This image may look like a flash drive, or it may look like a disk (each
type of media displays as a different icon).
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lll.  Step 3: Create disk image

1. Create a directory to store your disk image.
a. Right click anywhere on the Desktop.
b. Select “New Folder” from the drop-down menu.
c. Name the folder using the collection number or accession number (e.g.
MSS_XXXX).
d. Create a new folder for each new piece of media in the collection. This is the
media folder.
e. Within each media folder, create a folder labeled “bulk_extractor.” This is where
you will store the Bulk Extractor reports later in the accessioning process.
2. Double click on the Imaging and Recovery Tools folder located on the desktop.
3. Double click on the Guymager icon.
4. Once Guymager loads, you will see a list of all disks connected to the computer. Right
click on the disk you want to image and select “Acquire image.”
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5. Select the image format “Linux dd raw image.”
6. Choose the image directory (e.g. /home/bcadmin/Desktop/MSS_XXXX/01.”
7. Enter the image filename without a file extension. This name should match the title of

the media folder (e.g. MSS_XXXX_01).



BitCurator-1.0.0 [Running]

13 B) @) 1021am 3

.

Documentation and
Help

Network Servers

e IAGE ® O Acquire image of /dev/sdb

Devices Misc Help = -File format

& Linux dd raw image (file extension .dd or .xxx)

¥ split image files
¢ Expert Witness Format, sub-format Guymager (file extension .Exx)

c - Split si IZO&? IM'B
¢ Advanced forensic image (file extension .aff) [ERE R

O000ECCL 04 Case number |

VBe172d576-35d6ebt | SYidence number |

Examiner |

Description |

Ubuntu Software Center | oo0ECC120008504F

— Destination

Image directory | | fhome/bcadmin/MSS0000/

il Image filename (without extension) | MS50000|

Info filename (without extension) | MSS0000
Size
Sector si - - -
"ﬁ;g{:;ze —Hash calculation / verification
Info fil
c“u?re,ft speed ¥ Calculate MD5 ™ Calculate SHA-1 I Calculate SHA-256
fltaasiecdalculation [~ Re-read source after acquisition for verification (takes twice as long)
Source verification
Image verification

¥ Verify image after acquisition (takes twice as long)

Cancel Duplicate image... | |

]
b —a NANC PRO
e

O dm g PRt

8. Click “Start.”

9. When Guymager has finished creating the disk image, exit the application.

10. Verify the image by navigating to the directory you created. There should be two files:
the disk image and an info file.

a. Theinfofile is a log file generated by Guymager.



IV. Step 4: Scan for viruses

1. Double click the Additional Tools folder located on the desktop.
2. Double click the ClamTK icon.
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3. Under the “Analysis” section, choose “Scan a directory.”
4. Select the media folder to scan and click “OK.”

Analysis

= Q

Scan a file Scan a directory Analysis

5. Quarantine files as necessary. If any files are quarantined, be sure to include this in the
documentation.
6. When the virus scan is complete, click “Exit.”

V. Step 5: Scan for PlI

1. Double click on the Forensics and Reporting Tools folder on the Desktop.
2. Double click on the Bulk Extractor Viewer icon.
3. Click on the gear icon with the down arrow to open the “Run bulk_extractor” window.
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4. Select the type of media you want to scan. In most cases, this will be your disk image, so
select the “image file” radial button.

5. Type or navigate to the location of the disk image in the “Image file” field (e.g.
/home/bcadmin/Desktop/MSS_XXXX/01/MSS_XXXX_01.000).

6. Enter the name of the directory to store the Bulk Extractor output. Choose the
“bulk_extractor” folder created earlier (e.g.
/home/bcadmin/Desktop/MSS_XXXX/01/bulk_extractor).

7. Check or uncheck the scanner options from the list on the right. The default is for all
scanners to be checked. A list of scanners and their descriptions is available.

10
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8. Click “Submit Run” at the bottom of the screen to begin the scan.
9. The reports will be automatically saved in the “bulk_extractor” folder. When Bulk
Extractor has finished running, exit the program.

VI.  Step 6: Generate additional reports

1. Double click on the Forensics and Reporting Tools folder on the Desktop.
2. Double click on the BitCurator Reporting Tool icon.
3. Type or navigate to the location of the disk image in the “Image file” field (e.g.



/home/bcadmin/Desktop/MSS_XXXX/01/MSS_XXXX_01.000).

4. Inthe “Bulk Extractor Feature Directory,” type or navigate to the location of the feature
directory (e.g. /home/bcadmin/Desktop/MSS_XXXX/01/bulk_extractor).

5. Inthe “Output Directory,” type or navigate to the location of the media directory (e.g.
/home/bcadmin/Desktop/MSS_XXXX/01).

% — 0O Bitcurator Reports
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Run fiwalk, annotate the bulk_extractor output, and generate Office / PDF reports.

If you haven't run bulk_extractor yet, use the button to the right to
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6. Click the “Run” button.
7. Inthe Command Line Output box, look for a “success” message. When this message is
received, click the “Close” button.

8. The following is the list of reports generated:

VIl.  Step 7: Documentation

1. Create a “README” file.

a.

Document collection information, the type of media (e.g. CD, 3.25” floppy disk),
any identifying information from the physical media (e.g. label information), size

of data on media, and note any special actions taken during the accessioning
process (e.g. quarantined files).



2. Save the “README” file in the media folder.
3. If your repository uses ArchivesSpace or other archival management system, document
the disk imaging and ingest as part of your accession record for the collection.

VIll.  Step 8: Bag content

Double click on the Packaging and Transfer Tools folder on the Desktop.
Double click the Bagger icon.

Select the “Create New Bag” button from the top of the Bagger application.
Select the default profile (<no profile>) and click “OK.”

E— 4r Home 1 ]
- . Bagger Baglt-Python

A

x - O Bagger2.7.6

@ - 0 New Bag Dialog

2 @ ® o =
Choose the Bag version =

Bag Create Bag In Place

Bag Info
select Profile:|<no profile= v] [ Y- File name:
[=| | Profile: Bag version:
Holey Bag?: Serialize Type?:
Bag-nfo |

0780_5_DRC

Tag Files o
-R

Console

Complete: 9

walid: 9

Profile Compliant: 9

bags.

Mouse over the status label to see its description.

[Tue Aug 01 10:38:48 EDT 2017]: This space will contain messages generated by the creating and updating off

5. Select the “Add Files” button (the green plus sign in the “Payload” form).

4
Grsync
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[Thu Nov 13 12:07:40 EST 2014]: This space will contain messages generated by the creating and updating [~
of bags.

Mouse over the status label to see its description.

[Thu Now 12 12:15:50 EST 2014]: A new bag has been created in memory.

Bodaml BUlhs

Navigate to the media folder and click “Open.”
Click the “Save Bag As” button from the top of the Bagger application.
Click “Browse” to choose a location to save the bag.

o N o

Leave all of the default options selected and press “OK.”
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10. A dialog box will indicate that the bag was saved successfully. Click “OK” and close

Bagger.

IX.  Step 9: Ingest into preservation system

1. Double click the Packaging and Transfer Tools folder on the desktop.

2. Double click the Grsync icon.

3. Under the “Basic Options” menu:

a.

Select the “Source” for the data being copied. Click on the “Open” button and
navigate to the bag you just created and press “OK.”

Select the “Destination” for the data. This should be where preservation copies
of electronic files are stored. Click the “Open” button and navigate to the
desired directory and press “OK.”

Make sure the “Preserve time,” “Verbose,” and “Show transfer progress”
checkboxes are selected.

15
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4. Under the “Advanced options” menu, make sure the “Always checksum” and “Protect
remote args” checkboxes are selected.
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Additional options:

Hit the gears icon on the top right to begin the copy process. A dialog box will pop up
showing the progress of the copying operation. When the copy operation is complete,
click “Close.”
At this point, unmount the media and eject from BitCurator.
a. Right-click on the media icon and select “Unmount media.”
b. Once the media icon disappears from the side bar, it is safe to eject the media
from the computer.
i.  When dismounting media from BitCurator, you may be prompted to
input a password. The default password within the BitCurator
environment is “bcadmin.”

Return the physical disk to storage, or dispose of the media, as per institutional practice.



